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I 

Kurzfassung 

Die umfassende systematische Berücksichtigung einer Vielzahl real zu unterstellender 

übergreifender Einwirkungen (Englisch als Hazards bezeichnet) – einschließlich der Ein-

wirkungskombinationen abhängiger wie unabhängiger Einwirkungen – führt zu einer we-

sentlichen systematischen Erweiterung bisheriger probabilistischer Sicherheitsanalysen 

(PSA) für komplexe technische Systeme (z. B. eines Kernkraftwerks). Die Berücksichti-

gung von Auswirkungen solcher Einwirkungen stellt insofern eine große Herausforde-

rung dar, da selbst die Auswirkungen einer einzelnen übergreifenden Einwirkung kom-

plex und spezifisch für das jeweilige Anlagensystem sein können.  

Um ausgewählte übergreifende Einwirkungen auf ein komplexes Anlagensystem abzu-

bilden, wird ein allgemeiner Ansatz verfolgt, der auf der Identifizierung relevanter, von-

einander abhängiger Raumbereiche (sogenannter Compartments), die von der zu be-

rücksichtigenden Einwirkung unterschiedlich betroffen sind, basiert. Eine PSA für 

übergreifende Einwirkungen, die auch als Hazards PSA bezeichnet wird, lässt sich dabei 

möglichst effizient mittels einer automatisierten Integration der abgeleiteten relevanten 

Raumbereiche (als Hazard Compartments, kurz HCs, bezeichnet) in die Fehlerbäume 

für die von der Einwirkung betroffenen sicherheitsrelevanten Bauteile, Systeme und 

Komponenten erstellen. Zu diesem Zweck hat die GRS die agentenbasierte Software 

pyRiskRobot entwickelt, mit welcher komplexe und aufwendige topologische Operatio-

nen effizient durchgeführt werden können, so dass übergreifende Einwirkungen zuver-

lässig in PSA-Anlagenmodelle der Stufe 1 integriert werden können. 

Da die Abhängigkeiten der HCs selbst höchst komplex sind, wurde ein netzwerkbasierter 

Analyseansatz für HCs erarbeitet, um die Auswirkungen einer übergreifenden Einwir-

kung noch vor Integration in das PSA-Anlagenmodell zu organisieren, visualisieren und 

analysieren. Das breite Spektrum deskriptiver Netzwerkmaße ermöglicht es, wichtige 

Netzwerkelemente (d. h. HCs) zu identifizieren und mehrere Netzwerke (d. h. Auswir-

kungen verschiedener Hazards) auf lokaler und globaler Ebene zu vergleichen. Der netz-

werkbasierte Ansatz wurde im Rahmen der HC-Abhängigkeitsanalyse für einen anla-

geninternen Brand in einer Referenzanlage erprobt. Basierend darauf wurden mögliche 

Strategien zur Anpassung und Erweiterung des untersuchten HC-Netzwerkes für weitere 

übergreifende Einwirkungen, wie beispielsweise anlagenexterne Überflutungsereig-

nisse, diskutiert. 



 

II 

Das Konzept der netzwerkbasierten Analyse einzelner HC-Abhängigkeiten lässt sich auf 

einen mehrdimensionalen netzwerkbasierten Ansatz zur einheitlichen Untersuchung 

mehrerer Hazards als Schichten eines Multiplexnetzwerks erweitern. Dieser Ansatz 

dient als zusätzlicher, ergänzender Analyseschritt, um die Abhängigkeiten der HCs vor 

ihrer Integration in ein PSA-Anlagemodell der Stufe 1 zu untersuchen. Darüber hinaus 

liefert der Ansatz die methodischen Grundlagen, um Korrelationen zwischen verschie-

denen übergreifenden Einwirkungen zu berücksichtigen, die über die grundlegende An-

nahme unabhängiger Ereignisse infolge übergreifender Einwirkungen deutlich hinaus-

gehen. 



 

III 

Abstract 

A comprehensive and systematic consideration of multiple hazards in terms of induced 

hazards and credible combinations of related as well as independent hazards represents 

an important enhancement of a probabilistic safety analysis (PSA) for a complex tech-

nical system, such as a nuclear power plant. The consideration of impacts by hazards is 

challenging since even the impact of any individual hazard is complex and specific with 

respect to the given plant system.  

A general approach to map a specific hazard impact pattern to a complex plant system 

offers the identification of relevant, mutually dependent compartments being differently 

affected by the given hazard. An appropriate hazards PSA can be efficiently performed, 

e. g. by automatically integrating the hazard compartments (HCs) derived in the fault 

trees of the affected systems, structures and components (SSCs) important to safety. 

For this purpose, GRS has developed the agent-based software pyRiskRobot for effi-

ciently performing complex and laborious topological operations in order to reliably inte-

grate hazard impacts in Level 1 PSA plant models. 

The HC dependency patterns are complex themselves. Therefore, a network-based 

analysis approach of HCs has been developed to organise, visualise and analyse the 

hazard impact characteristics prior to the integration in the PSA plant model. The broad 

spectrum of descriptive network measures allows to identify important network elements 

(i. e. HCs) and to compare multiple networks (i. e. hazard impact patterns) on a local and 

global scale. The network-based approach has been validated for the plant internal 

hazard fire in an exemplary nuclear power plant and, the potential strategies to adapt the 

reference network to other hazards, such as an external flooding, have been discussed. 

The concept of network-based analysis of individual HC dependency patterns has been 

extended towards a multidimensional network-based approach for jointly investigating 

multiple hazard impacts as layers of a multiplex network. The approach can be used as 

an auxiliary, complementary analytical step to study hazard impact patterns prior to their 

integration in a Level 1 PSA plant model. Moreover, the approach yields the methodo-

logical base to consider correlations between different hazards beyond the common 

basic assumption of independent events resulting from hazards. 
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1 Introduction 

Based on the operating experience from nuclear facilities worldwide, evidence has in-

creased that the consideration of impacts from hazards on a nuclear installation is of 

fundamental importance for enhancing safety assessments of such complex technical 

systems, particularly for probabilistic safety analysis (PSA). For instance, the nuclear 

accidents Fukushima Dai-ichi in Japan in March 2011 resulted from the combination of 

two causally related external hazards, an earthquake with a consequential tsunami. The 

consequences of this hazard combination, especially a flooding of the site by the tsu-

nami, exceeded the design basis of the nuclear power plant (NPP) units. The nuclear 

accidents highlighted several challenging issues, such as cascading events, cliff-edge 

effects and multi-unit plants, with respect to the application of common PSA concepts for 

such low-probability but high-consequences external events /FOE 20/. In recent years, 

scientific and technical approaches for the characterisation of external natural extreme 

events and the evaluation of their consequences on the safety of complex technical plant 

systems have been reviewed, discussed and improvement strategies elaborated 

amongst others by the collaborative international projects funded by the European Com-

mission (EC) ASAMPSA_E (Advanced Safety Assessment Methodologies: Extended 

PSA), carried out between 2013 and 2016 /EC 20/ and NARSIS (New Approach to Re-

actor Safety Improvements), which is ongoing since 2017 and intended to end in 2021 

/NAR 20/. 

One of the major insights from these international projects emphasises the need for ex-

tending the scope of PSA in order to appropriately consider the entire spectrum of indi-

vidual (single) internal and external hazards as well as all types of hazard combinations 

in a systematic manner. The resulting PSA approach extended for the hazard impacts is 

commonly referred to as a hazards PSA (HPSA). Another important insight is that in 

order to appropriately assess the robustness of the plant behaviour under hazard im-

pacts, the risk aggregation on the site-level has to be taken into account. The aspect of 

risk aggregation requires that all reactor units and radioactive sources collocated on a 

common site need to be considered in the comprehensive safety analysis /NEA 20/. The 

resulting multi-unit and multi-source PSA approach is commonly referred to as a site-

level PSA. 

The key insights mentioned above necessitate efficient, dynamic and reliable PSA mod-

elling strategies allowing to adapt existing Level 1 PSA plant models for addressing ad-

ditional, often complex issues in the analyses significant for the overall plant behaviour 
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and especially for items important to safety. For instance, the integration of hazard im-

pacts in the PSA of a NPP representing a highly complex plant system can be accom-

plished by extending the existing Level 1 PSA plant model by all hazard related effects 

on the availability of the respective systems, structures and components (SSCs) of the 

plant.  

The approach for conducting such a HPSA is a challenging task due to the complexity 

of the given plant system and of the hazard specific impact patterns. In general, a HPSA 

requires a vast amount of modifications of the PSA plant model. To enable the analyst 

to efficiently and systematically integrate a specific hazard impact in an existing Level 1 

PSA plant model, GRS has developed the software tool (py)RiskRobot as an approach 

for modifying complex fault tree (FT) topologies in an automated and traceable manner, 

introduced in /HER 12/ as RiskRobot and extended in /BER 17a/ to its current python-

based version pyRiskRobot. Besides the automated integration of hazard impacts 

through extensive FT modification, the modelling concept also enables the analyst to 

generate Level 1 PSA plant models on the site-level considering multiple collocated re-

actor and non-reactor nuclear facilities by the automated duplication of exemplary reac-

tor units at a given reference site within existing PSA plant models. 

Performing a HPSA requires a comprehensive understanding of the acquired information 

about the impact on the plant system for a hazard to be considered. The hazard related 

information covers the SSCs potentially affected by the hazard impact, the specific im-

pact effects from the hazard on SSCs and the potential hazard dependencies during the 

impact on the whole plant system. Due to the complexity of the hazard impact data, it is 

of high interest to investigate the properties and dependencies of the hazard impact as 

mapped to the plant system, e. g. in terms of derived hazard compartments (HC) each 

containing assigned SSCs equally affected by the given hazard. HCs are generally mod-

elled as a large set of disjunct entities with mutual interrelations of potential directional 

dependencies. Therefore, HCs can be effectively organised, intuitively visualised and 

statistically analysed as a complex network with respect to a single hazard impact 

/BER 19/ or as a multiplex network with respect to multiple hazard impacts /BER 20/. 

The broad spectrum of descriptive network measures allows to identify important network 

elements, e. g. individual HCs, and to compare multiple networks, e. g. representing a 

different hazard impact on the same plant building, on a local and global network scale. 

In order to support the modelling tasks that arise in the context of hazard impacts, an 

additional module to the pyRiskRobot tool has been developed by GRS, to perform the 
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network-based visualisation and analysis of complex HC dependencies as a prior and 

facilitating step to the modelling of a HPSA. 

In the following, an overview on the general PSA framework and strategies to integrate 

hazard impacts in the PSA plant model through HCs is provided in Chapter 2. In Chap-

ter 3 the agent-based concept of pyRiskRobot is presented allowing to flexibly perform 

complex and time-consuming modelling tasks in PSA plant models in an automated man-

ner. In Chapter 4 the representation of HCs as complex networks and strategies to ana-

lyse, characterise and compare HC networks are discussed. The extension of the ap-

proach to comprehensively represent, compare and combine multiple hazard impacts, 

i. e. multiple sets of HCs, through multidimensional complex networks is introduced in 

Chapter 5. The report is concluded with a summary of the methodological findings and 

the discussion of potential applications in Chapter 6. 
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2 Hazard Probabilistic Safety Analysis 

An important enhancement of the probabilistic safety analysis (PSA) of a complex tech-

nical system, such as a nuclear power plant (NPP), provides the consideration of multiple 

hazards in terms of induced hazards and credible combinations of related as well as 

independent hazards (cf. /IAE 20/). It is of interest to investigate and quantify the poten-

tial effect on the risk metrics of an NPP plant system due to the hazard impact. Note, in 

the following an NPP plant system is simply referred to as plant system throughout this 

report. 

An appropriate probabilistic safety analysis for hazards (a so-called hazards PSA, HPSA) 

can be realised based on a comprehensive database containing the information required 

to characterise the hazard impact on the plant system (described e. g. in /LIN 07/, 

/TUE 15a/, /ROE 17/, and /ROE 18/). The impact on the plant facility can be character-

ised by a corresponding group of initiating events (IEs) induced by hazards and the haz-

ard(s) induced failures of SSCs as explained in /TUE 14/, /TUE 15/ and /ROE 17/. By 

integrating the relevant hazard impact patterns in a Level 1 PSA plant model compre-

hensive risk measures can be computed by considering a specific hazard impact for 

accident sequences modelled in the respective event tree (ET) of interest. 

To provide a self-contained overview on the extension strategy of PSA plant models 

towards HPSA approaches, the conceptional understanding of PSA plant models and 

the integration of hazard impacts are outlined in the following. To put this methodological 

HPSA approach into perspective other approaches for considering hazards and hazard 

combinations in a Level 1 PSA are discussed. 

2.1 Probabilistic Safety Analysis Models 

Probabilistic risk assessment (PRA) is conducted by performing a comprehensive, sys-

tematically structured, and logical analysis approach specialised on identifying and as-

sessing risks in complex technological systems for the purpose of improving their safety 

related performance. The general outcome of a PSA for complex engineered plant sys-

tems yields the quantitative risk estimation of entering undesired system states for spe-

cific scenarios of interest, referred to as IEs. In the context of NPPs, an undesired plant 

state of interest may be the damage of the nuclear fuel with the possibility of a release 

of a certain amount of radioactivity to the environment. The corresponding final states of 

a Level 1 PSA are core and/or fuel damage states. The respective frequencies are core 

and/or fuel damage frequency. The development of the Level 1 PSA plant model is 
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based on the logical representation of the technical system behaviour including the fail-

ure or unavailability of SSCs important to safety. The logical models constructed in the 

frame of probabilistic risk assessment require to investigate in detail the occurrence and 

consequences of relatively rare IEs, for which the likelihood of event occurrences is gen-

erally inferred from theoretical modelling approaches. In this context, the main assump-

tion is that the failure or unavailability can sufficiently well be characterised by random 

variables, quantified based on past observations which are considered as realisation of 

an underlying random process /KIR 99/. 

To provide a more detailed conceptual understanding of PSA plant models, the basic 

modelling components and analytical steps of the PSA plant model are illustrated in 

Fig. 2.1. A Level 1 PSA plant model consists of ETs modelling the response of the sys-

tem to an IE of interest (e. g., a major component failure, or a station black-out) as an 

accident sequence potentially leading to undesired damage states of systems and com-

ponents (e. g., core or fuel damage). Various fault trees (FTs) representing in more detail 

the unavailability of SSCs are embedded in the ET allowing to derive the transition proba-

bilities between the sequence branches of the event sequences modelled. The combi-

nation of ETs and FTs assigned to the specific sequence transitions allows to compre-

hensively derive global risk metrics and importance measures of the complex technical 

plant system. 

 

Fig. 2.1 Main analysis steps of a Level 1 PSA plant model based on /KIR 99/ 



 

7 

The term risk metric refers to probabilistic performance measures indicated by the fre-

quency or probability of expected consequences of a specific magnitude. Typical PSA 

results therefore include the contributions of sequences to targeted risk metrics and of 

failure causes to the targeted risk /STA 11/. In the nuclear context, the risk may be indi-

cated by an estimated frequency, such as the core damage frequency. 

Thus, the PSA plant model allows to consider the complete plant behaviour from a sce-

nario-based perspective, i. e. an event sequence modelled as an ET, at a degree of 

complexity defined by the accomplished modelling depth, i. e. in which detail the FTs for 

SSCs are implemented and what causes for their unavailability are taken into account. 

An important strength of a probabilistic analysis approach is the integrative and 

quantitative concept which allows a ranking of issues and results as well as explicit 

consideration and treatment of all types of given uncertainties. In general, the integration 

of additional aspects in the PSA plant model can be done either by introducing a new 

scenario, i. e. assuming a further IE with an associated ET, or by integrating new causes 

to the unavailability of SSCs, i. e. to the associated FTs. The latter can be an additional 

basic event (BE) of the FT or a complete sub-FT indicating a more complicated cause 

resulting from multiple BEs. 

2.2 Modelling Hazard Impacts 

A hazard impact can represent an additional aspect to be considered within a PSA. The 

hazard impact on a plant system can be characterised by a corresponding group of IEs 

resulting from hazards and hazard induced failures of SSCs /TUE 14/ and /TUE 15/. The 

affected system functions modelled as FTs within the Level 1 PSA plant model can be 

systematically modified in accordance to these additional failure causes and failure de-

pendencies. By modifying the PSA topology of either ETs or FTs, an existing PSA plant 

model can be extended considering the hazard specific impact patterns. The required 

modifications are derived from a hazard database containing the information relevant to 

characterise the hazard impact on a given plant system, as described e. g. in /LIN 07/. A 

systematic approach to map a hazard impact on a plant system can be accomplished by 

compiling information about 

• those SSCs identified to be unavailable due to the impact resulting from the specific 

hazard, 

• hazard related failure dependencies in case of failures induced by hazards, and 
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• IEs induced by hazards as deduced from the expected plant response to the hazard 

impact. 

Besides the time-consuming task of compiling hazard impact data, one important chal-

lenge arises from applying the multitude of required changes on the corresponding PSA 

plant model. Here, only those modifications will be considered that comprise the exten-

sion of FTs with additional BEs or with topological similar sub-FTs as illustrated in 

Fig. 2.2. Hence, in the following the term HPSA solely refers to the aspect of hazard 

induced failures of SSCs by modifying the respective FT topologies. The need  to apply 

this vast amount of modelling tasks initially motivated the development of (py)RiskRobot 

as a software tool to automatically modify topological structures within existing Level 1 

PSA plant models as addressed in detail in Chapter 3. 

 

Fig. 2.2 Basic types of FT extensions through an additional BE (green) or additional 

sub-FT (blue) to the unavailability of a given SSC 

2.2.1 Discretisation of Hazard Impacts in Hazard Compartments 

A general approach to map a specific hazard impact on a complex plant system offers 

the identification of relevant compartments being differently affected by the hazard. To 

each compartment a set of SSCs important to safety is assigned within the given Level 1 

PSA plant model. The assumption for such a hazard compartment (HC) is based on the 

idea that all SSCs assigned to this HC are jointly and equally affected in the same man-

ner by the impact from the considered hazard. In case a given SSC behaves differently 

from others assigned to the same HC, a new HC needs to be generated to derive a 

consistent modelling of the additional failure causes of the SSC for assuring a meaningful 

analysis. Hence, all SSCs important to safety affected by a given hazard can be assigned 
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to a disjunct set of HCs with potential mutual interrelations of potential directional de-

pendencies as illustrated in Fig. 2.3. The dependencies between HCs indicate the mag-

nitude and directionality of the hazard impact propagation between such compartments. 

Consequently, the hazard impact can be integrated in a PSA plant model by extending 

the FTs of the SSC failures with additional, optional causes for each hazard being con-

sidered. 

The partitioning of the plant system into HCs may vary for different hazards and cannot 

be applied to the entire spectrum of individual and combined hazards. For instance, the 

compartments representative for a fire hazard may significantly differ from those for a 

hydrological (e. g. internal flooding) hazard. The building partitioning into fire compart-

ments (definition see /IAE 20/) in case of a fire hazard may be strongly affected by po-

tential fire propagation between the compartments. In contrary, in case of a hydrological 

hazard the geodetic height may be a key concern in the partitioning process for gener-

ating flooding compartments. Consequently, a set of compartments derived for a specific 

hazard is in general defined particularly with respect to the impact by the respective haz-

ard or hazard combination. 

 

Fig. 2.3 Mapping SSCs affected differently by a hazard impact to disjunct hazard 

compartments, with mutual interrelations of directional dependencies 

The most basic assumption for a HC is to consider all SSCs assigned to a specific HC 

as failed due the hazard impact independent of any other HC. For instance, all SSCs 

assigned to a given HC fail jointly as soon as an internal fire occurs in the specific HC as 

analysed in /HER 15/. By assuming fire propagation between the HCs a mutual depend-

ency is introduced in the HC mapping indicating the possibility of fire propagation be-

tween neighbouring HCs and the possible paths of the fire propagation by directed links 
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between these HCs as illustrated in Fig. 2.3 and analysed in /BER 16/. The graphical 

representation of these complex hazard impact information indicates that it is useful to 

understand the compartment dependency patterns of a specific hazard impact as net-

work graphs as described in Chapter 4. 

2.2.2 Integration of Hazard Impacts 

The integration of a hazard impact in an existing Level 1 PSA plant model can therefore 

be accomplished by mapping the HCs as additional failure causes to each FT of the 

assigned SSCs. Depending on the hazard and the considered hazard modelling depth, 

the extension of the respective Level 1 PSA plant model towards a HPSA model is a 

laborious modelling task. The resulting multitude of required FT modifications empha-

sises the need for automatization of redundant and systematic topological modifications 

as provided, e. g. via the agent-based software pyRiskRobot developed by GRS. The 

automated hazard integration in FT topologies using pyRiskRobot has been studied for 

fire propagation in case of a plant internal fire in /BER 16/ and for multiple external flood-

ing scenarios in /BER 17/ (cf. Chapter 3). 

2.3 Combination of Hazard Impacts 

Besides the individually induced single hazards, the consideration of multiple hazards in 

terms of credible combinations of related as well as independent hazards (cf. /IAE 20/) 

remains an important modelling challenge. In principle, combinations of independent 

hazards can be accomplished by the rigorous automated integration of all hazard im-

pacts relevant to a given plant system. However, the modelling complexity of the PSA 

plant model is challenged by the vast amount of FT modifications required. To attenuate 

the resulting increase in modelling complexity, the International Atomic Energy Agency 

(IAEA) has developed the fault sequence analysis method (FSA) as a systematic ap-

proach to investigate the impact of extreme events for a wide range and credible combi-

nations of independent hazards /KUZ 11/. The approach has been extended to the Ex-

treme Event Analyzer (EEA) based on the PSA Software RiskSpectrum® /KUM 16/. 

However, the FSA approach relies on an at least partly adapted HPSA model and cap-

tures only combinations of events occurring by chance independently of each other sim-

ultaneously (that is one during the mission time of the other) jointly impacting the plant 

system. 
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Basically, the FSA approach analyses combinations of unrelated events occurring inde-

pendently of each other at the same time and jointly impacting a plant system. The ap-

proach cannot explicitly consider related hazards since it requires a comprehensive un-

derstanding of the hazard interrelations and the corresponding invasive modifications of 

the FT topologies within the Level 1 PSA. The extended FSA approach EEA is directly 

applied on a HPSA model in order to dynamically associate susceptibility values indi-

cating the occurrence and magnitude of a specific hazard impact. Consequently, the 

approach indirectly relies on an efficient strategy for modifying FTs in order to integrate 

the various hazard impacts of interest in an existing PSA plant model. Given an efficient 

modelling strategy and the hazard impact data necessary to integrate and specify differ-

ent hazard impacts, the challenge of PSA model complexity basically remains un-

changed. Thus, the automated and flexible FT modification depicts a key proficiency in 

enhancing Level 1 PSA plant models towards models for HPSA. Moreover, the network-

based analysis of HC dependency patterns prior to the automated integration of the haz-

ard impact offers a promising approach to address combinations of the multiple hazard 

impacts within a Level 1 PSA as discussed in Chapter 5. 
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3 Automated Integration of Hazard Impacts 

The GRS experience gained from conducting as well as reviewing Level 1 PSA for Ger-

man NPPs carried out e. g. in the frame of periodic safety reviews has identified 

important aspects for enhancing risk assessment methods. These aspects are related to 

extensions of the PSA plant model with respect to a systematic risk aggregation from the 

variety of hazards as well as to the level of detail needed in the PSA plant model. This is 

particularly important for a systematic consideration of the complete spectrum of events 

from site and plant specific individual as well as combined hazards for all plant opera-

tional states. Moreover, such an aggregation of risks needs also to consider various 

multi-unit and/or multi-source aspects (cf. /NEA 20/). Similar insights were derived from 

the GRS precursor analyses of the operating experience from German NPPs and from 

related international activities in the field of risk-based precursor analysis /BAB 09/ and 

/BAB 16/. 

The appropriate consideration of a hazard impact on an NPP with the aim to enhance 

the Level 1 PSA plant model towards a HPSA model requires a multitude of FT modifi-

cations. To efficiently and systematically integrate a specific hazard impact in existing 

PSA plant models, GRS has developed the software tool pyRiskRobot as an approach 

to modify complex FT topologies in an automated and traceable manner /BER 17a/. The 

set of basic modelling operations derived fosters more complex and advanced modelling 

strategies. For instance, by automatically duplicating complete FT topologies across mul-

tiple transfer gates, plant sub-systems characterised by high redundancy and multiple 

interconnections can be directly reproduced within a Level 1 PSA plant model. 

In the following, the modelling tool pyRiskRobot is outlined in more detail based on its 

current implementation in tandem with the PSA software RiskSpectrum®. The interpre-

tation of pyRiskRobot as an agent-based concept is discussed to emphasise the in-

tended design as a general application programming interface (API) irrespective of the 

employed PSA software. In order to understand how the set of basic modelling opera-

tions developed fosters a broad spectrum of FT modelling options, the basic as well as 

advanced FT operations are described. 

3.1 Implementation Strategy of pyRiskRobot 

Regardless of the specific implementation of a PSA plant model via a particular PSA 

software, certain aspects need to be considered with respect to the aim of an automated 

and reproducible modification approach. These general requirements arise mainly from 
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the fact that a realistic Level 1 PSA plant model comprises a vast amount of information 

about each component and its manifold assignments within the model’s FT topologies. 

As discussed in /HER 12/, the design of an automated modification approach should 

provide the following functionalities: 

• trace modifications by date and user identification number (ID), 

• process plain data assigned with topological information, i. e. extend FTs for indi-

vidual BEs or sub-FTs, 

• perform combinatory tasks, e. g. labelling or permutation, and 

• compare complete PSA plant models in order to identify the applied changes. 

All aspects aim on reducing the manual work by the development of an appropriate com-

putational approach such that the modifications are less prone to manual errors. Hence, 

the ability to automatically compare complete PSA plant models in order to monitor the 

applied changes is of paramount importance. For this purpose, the GRS tool CmpFT 

(Compare FTs, introduced in /HER 11/) provides an efficient approach for visualizing 

each modification relative to the original PSA plant model. The remaining aspects listed 

above were already addressed by the modelling tool (py)RiskRobot, introduced in 

/HER 12/ as a ruby-based version RiskRobot and extended in /BER 17a/ to its current 

python-based version pyRiskRobot. To understand the interplay of pyRiskRobot and the 

electronic PSA plant model employed, the basic components and general workflow of a 

pyRiskRobot application are described based on Fig. 3.1. 

In the current version of pyRiskRobot, the implementation in the Level 1 PSA plant model 

is realised by the PSA software RiskSpectrum® (green in Fig. 3.1). The model develop-

ment and the analysis process are performed by the PSA analyst solely within the graphi-

cal user interface (GUI) provided. The information content of a Level 1 PSA plant model, 

consisting basically of plain data (i. e. BEs assigned with properties) and the topological 

information (i. e. the relational mapping of BEs within a conjoint FT structure embedded 

in an ET structure) need to be stored appropriately and efficiently. In case of RiskSpec-

trum® the information is organised, stored and accessed through a Microsoft® SQL 

Server (MSSQL) database (arrow (1) in Fig. 3.1). In general, the PSA software also 

allows to import and export suitable data content, e. g. lists of BE or FT labels with po-

tential meta-information, to be further processed within the PSA plant model (arrow (2) 

in Fig. 3.1). 
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Fig. 3.1 Basic scheme and components of a pyRiskRobot application (blue) to a PSA 

plant model (green), given additional data for the modelling process (grey) 

To accomplish the automated modification of FT topologies, pyRiskRobot directly oper-

ates on the SQL database, i. e. the PSA plant model, of the PSA Software employed. 

The application of pyRiskRobot is mainly performed by Jupyter notebooks (NB) based 

on imported python packages containing the developed method packages and 

implemented utilities of the pyRiskRobot approach (blue in Fig. 3.1). By using the python 

library SQLAlchemy /BAY 12/ pyRiskRobot establishes a connection to the MSSQL 

database of the corresponding Level 1 PSA plant model (arrow (a) in Fig. 3.1.). For 

tracing the entire modifications applied to the database, each session and change 

performed is carried out under the username pyRiskRobot. Moreover, the review and 

approval information of all PSA data thereby modified is deleted. Dependent on the 

modelling task, pyRiskRobot also allows to import and export data from other sources, 

e. g. lists of BE or FT labels with potential meta-information from e. g. MS EXCEL® files, 

via utilities based on the python library PyTables /PYT 20/ to be further processed within 

the Jupyter NB environment (arrow (b) in Fig. 3.1.). 

3.2 Agent-Based Concept of pyRiskRobot 

The guiding principle in the development of pyRiskRobot is the design of a software 

agent that acts for a user in a relationship of agency. Software agents (simply referred 

to as agents) are commonly known as bots, derived from the term robot. Note that the 
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name pyRiskRobot already encompasses the connotation of an agent-based approach 

to perform FT modifications in an automated manner on behalf of the PSA modeler aim-

ing to evaluate risks of a complex technical system. In this context, the term ‘agent-based 

concept’ characterises a complex software entity capable of acting with a certain degree 

of autonomy in order to accomplish tasks on behalf of the analyst. 

The pursued implementation strategy of pyRiskRobot is intended to develop a general 

application programming interface (API) irrespective of the PSA software employed as 

the necessary prerequisite for an agent-based concept (cf. arrow (b) in Fig. 3.1.). Based 

on object-oriented programming the general methodological functionalities are conse-

quently separated from the access to and operation on the SQL database. The main 

abstraction layers used for the implementation of pyRiskRobot are shown in Fig. 3.2 and 

mirror the strategy to separate the FT modification methods (referred to as topological 

operations) from the database specific operations. For instance, all SQL commands 

necessary to connect, disconnect and copy the database of a PSA plant model remain 

enclosed in the MSSQLDB class. Hence, pyRiskRobot is designed to be used in elec-

tronic PSA plant models of different software, given a stable and dynamic interface to 

the PSA database employed. 

 

Fig. 3.2 Software layer diagram of pyRiskRobot for the automated integration of haz-

ard impacts in a Level 1 PSA plant model, i. e. for performing modelling op-

erations on the PSA software database 
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Based on the python library SQLAlchemy, object relational mapping (ORM) is used as 

data mapping pattern, such that classes can be mapped to the database in multiple 

ways. Consequently, the object model and database scheme are rigorously decoupled 

and can be further developed. By reformulating the object relational mapping of the da-

tabase within the ORM class, the basic components used to jointly describe a FT can be 

derived as obvious class objects: events, FT nodes and FTs. For tracing the modifica-

tions applied within the database the class object ‘User’ is derived. Thus, the basic func-

tionalities of requesting, adding and removing BE and FT objects from the database are 

formulated within the ORM class as object relations by means of python objects. Based 

on the API developed, the topological operations to generate, modify or duplicate com-

ponents of FTs or sub-FTs can now be defined by classes representing the spectrum of 

basic operations utilizable by pyRiskRobot. 

3.2.1 Generalised Tree Graphs 

Prior to the description of the possible topological operations of pyRiskRobot, the formu-

lation of a generic tree graph is introduced in Fig. 3.3. The aim is to provide a consistent 

and generic terminology capable to express all aspects of topological operations made 

available and applicable by pyRiskRobot. 

 

Fig. 3.3 Generic tree graph composed of the basic element nodes (blue circles) and 

edges (grey lines) indicating the directions top-down, i. e. from root to 

leaves, and bottom-up, i. e. from leaves to root 

In general terms, a FT depicts a specific type of a tree topology corresponding to an 

acyclic, directed graph, where any two nodes are connected by one and only one edge. 

Based on a generic tree graph, the FT elements BEs and gates are interpreted as nodes 

(blue circles in Fig. 3.3) and the relative arrangement and logic combination of FT ele-



 

18 

ments are interpreted as edges (grey lines in Fig. 3.3). All elements and their explicit 

arrangement jointly determine the topology of the tree. Since the graph is directed one 

distinguishes between the two directions top-down and bottom-up. The top element of a 

contiguous tree graph is referred to as the root node, whereas the bottom elements are 

referred to as leaf nodes. The depth of a tree graph indicates the maximum number of 

edges between a leaf node and the root node. Similar to the property depth, the property 

level can be defined as an indicator for the distance of a considered node to the root 

node. The simplified interpretation can be further generalised by means of a tree of FTs, 

that is a tree graph with each node representing a complete FT graph. 

3.2.2 Basic Operations on Fault Trees 

Based on the pyRiskRobot API developed, a set of basic topological operations can be 

performed directly within the PSA database, i. e. within the PSA plant model, as 

illustrated in Fig. 3.4. The modelling tasks can be directly scripted within a Jupyter NB 

and iteratively applied to the PSA plant model. Another more sustainable strategy offers 

preparing complex redundant modelling tasks as conjoint topological features that can 

be jointly processed by pyRiskRobot. Both strategies require labelling schemes assigned 

to each modelling task or feature group. In order to ensure a stable and efficient workflow 

of the automated FT modelling, regular consistency checks between the modelling tasks 

and the Level 1 PSA plant model are required. Potential inconsistencies can occur due 

to non-unique labelling schemes or non-logical assignment of element types (i. e. BE or 

gate types). By providing pyRiskRobot with a continuously growing set of strategies on 

how to behave in case of specific inconsistencies, the realisation of pyRiskRobot as an 

agent-based concept can be gradually pursued during the ongoing development pro-

cess. 

 

Fig. 3.4 Set of basic topological operations on FTs provided by pyRiskRobot 
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Generation of New Fault Trees 

The generation of new FTs can in principle be carried out independently from the re-

maining Level 1 PSA plant model, given that the employed FT and FT element labels 

are not conflicting with entries elsewhere in the PSA plant model. In case existing ele-

ment types and labels are consistently used during the generation process, the gener-

ated FT can be constructed with elements from other FTs. Moreover, the top element of 

the FT generated may be referenced through a transfer gate to a leaf node of one or 

multiple different FTs. Thus, the generated FTs can be integrated in the existing PSA 

plant model topology. 

Note, special caution is needed in case of inconsistent labelling schemes. Since a SQL 

database does not provide any active counter measures for avoiding inconsistent label-

ling of its entries, the inconsistency generally leads to an irreversible corruption of the 

database. 

Modification of Existing Fault Trees 

The modification of existing FTs requires a consistent labelling scheme for the newly 

created elements or efficient re-labelling scheme for rearranged elements. An existing 

FT can be extended for sub-topologies by integrating new BEs based on existing gates, 

by combining new BEs via new gates, or by relating new FTs referenced via valid transfer 

gates. The successive FT extension by multiple pyRiskRobot sessions corroborates the 

need for flexible, dynamic and descriptive (re)labelling schemes. For instance, it is often 

reasonable to extend FTs for an individual hazard aspect justifying the practice of an 

auto-generated labelling scheme based on plain task counters without further descrip-

tion. In case pyRiskRobot is repeatedly applied to the PSA plant model for extending FTs 

for multiple hazards, it is important that the labelling schemes applied are unambiguous 

to avoid deleting already existing hazard impact modifications. An application example 

for the extensive modification of existing FTs by means of pyRiskRobot has been studied 

for the automated integration of a plant internal fire in an exemplary NPP /BER 16/ propa-

gating. 

Duplication of Given Fault Trees 

The duplication of a given (sub-)FT is carried out based on a harbour FT provided and a 

respective anchor FT element. Given the initial anchor element for the duplication opera-

tion, pyRiskRobot can autonomously recompose the relevant descendent FT topology 
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from the anchor element top-down to all according leaf elements of the FT directly from 

the database. Based on a predefined integration strategy pyRiskRobot re-creates and 

re-integrates the according FT topology in the Level 1 PSA plant model. The definition 

of a generic and automated labelling scheme for the re-created elements according to 

the labels of the original topology can be complicated and in general scales with the 

complexity of the considered FT topology. In case of duplicating a newly created topol-

ogy, the interplay between pyRiskRobot and the PSA software can be beneficially com-

bined. The GUI of the PSA software can be used to generate a reference (sub-)FT in 

compliance with an adequately designed labelling scheme and pyRiskRobot can be used 

to recompose the reference topology directly from the SQL database. An application 

example for a nested duplication of FT topologies via pyRiskRobot has been studied for 

the automated integration of multiple external flooding scenarios in the Level 1 PSA plant 

model for a German reference NPP /BER 17/. 

By combination, the basic topological operations derived foster a broad spectrum of FT 

modelling options that can be organised as more complex topological features. The 

preparation of a topological feature is reasonable in case it represents a redundant mod-

elling task reoccurring during the modelling process. Due to the increasing complexity of 

combined topological operations it is of great importance to provide pyRiskRobot with an 

indicator for the progress of a modelling task in order to accomplish a suitable interruption 

property. An interruption property aims to stop the execution of the operation at an inter-

mediate stage of the modelling process, meanwhile avoiding the corruption of the data-

base. Given an interruption property and indicators for the accomplished modelling pro-

gress, pyRiskRobot can in principle resume the modelling process even after an 

interruption and proceed with the remaining tasks of the topological operation. The de-

velopment of an interruption property in combination with preventive security checks 

aims to increase the autonomous behaviour of pyRiskRobot towards an agent-based 

concept. 

3.2.3 Interactive Operations Across Multiple Fault Trees 

Besides the organisation and preparation of topological features, the flexibility of the 

pyRiskRobot API enables to interactively and dynamically perform more advanced mod-

elling tasks across multiple FTs. For instance, for extending an existing Level 1 PSA 

plant model towards a multiple reactor unit (multi-unit) PSA plant model, it may be rea-

sonable to duplicate a complete redundant train already implemented within the PSA 

topology. Based on a root FT identified, the complete interrelated topology consisting of 
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all descendent FTs can be principally derived from an autonomous top-down search of 

pyRiskRobot. The result of such a top-down search is presented as a tree of descendent 

FTs in Fig. 3.5. As explained previously, in the tree of FTs each node refers to a complete 

FT consisting of multiple FT elements. For clarity, note that not the FT labels are shown 

at each tree node, but the automatically generated FT numbers inherently allocated at 

construction within the SQL database are used as identifiers. To visualise and analyse 

graph topologies, such as tree graphs, pyRiskRobot has been extended by a graph 

analysis module based on the python package NetworkX /HAG 08/. 

  

Fig. 3.5 Automatically recomposed tree of FTs representing the interrelated topology 

of descending FTs from the root FT (229) as derived by pyRiskRobot from 

a given PSA plant model 

As in the top-down search for all descendent FTs, pyRiskRobot can in principle re-create 

all FTs and re-integrate them accordingly via valid transfer gates within one duplication 

operation. However, this straight-forward concept fails in the context of continuously de-

veloped and advanced PSA plant models, commonly implemented by several PSA ana-

lysts. The labelling of continuously, manually developed PSA plant models is often not 

sufficiently consistent within individual FTs and particularly not across interconnected 

FTs. Hence, the labels within a FT cannot be mapped to a systematic labelling scheme. 

The amount and complexity of the descendent FT makes it neither suitable nor accepta-
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ble to apply a brute-force auto-generated re-labelling scheme, with the consequence of 

losing the descriptive meta-information provided in the labels and text boxes of each FT 

element. Another issue arises due to potentially large tree depths as defined in Fig. 3.3. 

For instance, Fig. 3.5 shows a relatively small tree of FTs of depth 13 which hampers the 

continuous execution of the duplication process by pyRiskRobot. Due to the amount and 

complexity of the jointly processed modelling task, the risk of run time errors in 

pyRiskRobot increases requiring a suitable strategy to decompose the topological 

operation into smaller and less complex modelling tasks. 

 

Fig. 3.6 Label list of all FT elements for each FT of tree levels 1 (root FT) and 2 (first 

descendent FTs) of the tree graph in Fig. 3.5 as provided by pyRiskRobot 

Note, the table presented in Fig. 3.6 is the direct output of the pyRiskRobot query within 

the Jupyter NB. The handling of structured data within the Jupyter NB is developed 
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based on generic data frames provided by the data science python package pandas 

/PAN 20/. The NaN entries (i. e. numeric data type Not a Number) shown in Fig. 3.6. are 

simply used to fill the data frame to obtain data arrays (i. e. table columns) of similar size. 

Given the automatically derived tabular data formatting, the original FT element labels 

can be directly inspected as well as the relabelling schemes developed can be directly 

applied and tested within the Jupyter NB. Thus, a suitable relabelling scheme can be 

developed per tree level or at least per FT. In case an automated relabelling scheme is 

not feasible to accomplish alternative labels can be individually provided for the respec-

tive FT elements. 

Since in general not all FT elements need to be duplicated, a practical convention deter-

mines that a FT element will only be duplicated if a new label is provided, i. e. either 

automatically generated or individually specified. Otherwise, the original FT element is 

re-integrated within the duplicated FT topology. Provided a consistent and complete re-

labelling scheme, pyRiskRobot iteratively duplicates level by level all FTs. By introducing 

an interruption property, pyRiskRobot is able to pause, proceed and terminate the topo-

logical operation at each transfer gate of a FT. The behaviour of pyRiskRobot derived 

can be controlled from outside through rules that enforce the interruption of the current 

modelling task at the FT margins or accept the proceeding of the current modelling task 

beyond the FT margins. 

The implemented interruption property is particularly useful for the robust (in the sense 

of the database access) and dynamic (in the sense of the modelling process) application 

of pyRiskRobot in the context of interactive Jupyter NBs. The interruption property in 

combination with progress indicators of the topological operation and preventive security 

checks further increases the ability of pyRiskRobot to solve increasingly complex mod-

elling tasks directly and without a predetermined execution order. Thus, the autonomous 

behaviour of pyRiskRobot is further developed towards an agent-based concept. 
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4 Network-Based Analysis of Hazard Impacts 

Extending Level 1 PSA plant models towards HPSA models can be efficiently accom-

plished based on the automated execution of topological operations via the agent-based 

software pyRiskRobot (cf. Chapter 3). Even if the required FT modifications involve la-

borious and complex modelling tasks, the automated integration allows to map the HCs 

as additional hazard induced failure causes to each FT of the assigned SSCs (cf. Chap-

ter 2.2). The automated hazard integration in FT topologies using pyRiskRobot has been 

demonstrated for the propagation of a plant internal fire in /BER 16/ and for multiple ex-

ternal flooding scenarios in /BER 17/. However, the HC data characterising the hazard 

impact on the complex technical system is often complex itself and potentially contains 

mutual, directed and weighted dependency patterns. For a comprehensive understand-

ing of the mapped hazard impact and for developing strategies to optimally incorporate 

multiple hazard impacts in the PSA, the investigation of the structure and properties of 

the mapped HC dependencies promises valuable insights prior to their integration in the 

Level 1 PSA plant model. 

Network graphs offer an intuitive approach to organise, visualise and analyse manifold 

relations between multiple objects. By representing HCs and their mutual dependencies 

as networks, the encoded hazard specific impact patterns can be analysed for statistical 

global and local network properties. The use of such network measures in the PSA con-

text has already been discussed in /HIB 16/ and /RIF 18/ by associating centrality 

measures of complex networks describing a considered accident scenario to the risk 

increase factor calculated by a corresponding PSA plant model. For clarity, it is important 

to distinguish between the major goals of network analysis /NEW 10/: 

• characterisation of the network structure,  

• modelling of the network structure, and  

• studying the effects of the network structure on the system behaviour. 

The first two aspects basically refer to the aim of mapping an ET to a complex network 

to derive network measures directly comparable to the risk metrics of a corresponding 

PSA plant model. Different to this partial network substitution of a PSA plant model, the 

network-based analysis of hazard impacts aims at modelling and characterising the net-

work structure of HCs to objectively compare different HC networks and to potentially 
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reduce an HC network due to statistical features prior to their eventual integration in a 

PSA plant model. 

In this chapter, the representation of hazard impact data through network graphs is out-

lined as introduced in /BER 19/. The formulation of network graphs and the definition of 

descriptive measures are explained based on a network analysis of the hazard impact 

by a plant internal fire on an exemplary NPP. For developing a network-based approach 

as a prior and facilitating step to generate HPSA models, potential strategies to consider, 

compare and combine multiple hazards by multiple network representations are dis-

cussed. 

4.1 Hazard Compartment Dependencies as Network Graphs 

Based on the systematic partitioning of the plant system into hazard specific compart-

ments as described in Chapter 2.2.1, the plant specific hazard impact on SSCs important 

to safety can be mapped to a set of disjunct compartments with mutual dependency 

patterns between HCs identified. Since the acquirement of the hazard impact information 

is a protracted process eventually performed by different experts from systems technol-

ogy, the comprehensive understanding of the hazard impact patterns derived is an im-

portant aspect to be considered by the PSA modeler and analyst. A detailed investigation 

of the structure and properties of the HCs dependencies mapped yields an important in-

depth understanding of the hazard impact assumed and modelled for the integration in 

the Level 1 PSA plant model. The analytical goal is to organise and investigate hazard 

impact patterns for a complex technical system prior to the mapping to the functional 

requirements of the safety sub-systems. An intuitive representation of a set and structure 

of HCs can be achieved by re-formulating the set of HCs and their pairwise dependen-

cies in terms of a network graph as shown in Fig. 4.1. 

Hence, the HCs are represented by the nodes of the network and the links connecting 

them indicate dependency patterns between the compartments, e. g. fire propagation 

direction and probability. Each hazard impact may be characterised by specific 

properties, attributes and dependency patterns (directed and/or weighted) based on the 

available knowledge and information on the considered hazard and technical (sub-)

system. 
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Fig. 4.1 Representation of hazard compartments (HC, blue circles) and their mutual 

dependencies (black arrows) as a network graph with capital letters indi-

cating the assigned SSCs equally affected by the hazard (cf. Fig. 2.3) 

The methodological framework of network graphs offers strategies and techniques to 

intuitively visualise pairwise, weighted and directed dependencies between HCs and to 

statistically analyse the HC data for local and global network measures. The network 

representation approach has been implemented as an additional analysis module in the 

pyRiskRobot software. The implementation is based on the Python package NetworkX 

introduced in /HAG 08/ providing the basic methods for the generation, manipulation, 

and study of the structure, dynamics, and functions of complex networks. In combination 

with the utilities based on the python package PyTables /PYT 20/ and pandas /PAN 20/ 

for accessing and processing data tables of different formats, the network analysis mod-

ule of pyRiskRobot aims to support experts from systems technology in compiling the 

hazard impact data as well as PSA analysts in conducting a HPSA. Due to the interactive 

visualisation, investigation and analysis of the HC networks derived within the Jupyter 

NB environment, the approach can also assist the experts to detect discrepancies or 

missing data in hazard impact compilations. 

4.2 Complex Network Graphs 

To capture all hypothetic dependency aspects of a HC set, a realistic graph depicts a 

directed, weighted network as illustrated for an artificial set of correlated nodes in 

Fig. 4.2. For clarity, note that different to a tree graph (defined in Chapter 3.2.1) a net-

work graph may contain multiple edges with different properties and directionality be-

tween two nodes. Here, the focus is on complex network graphs with potentially bidirec-



 

28 

tional, weighted edges between two nodes. The aspect of multiple edges between two 

nodes will be addressed by multidimensional network graphs in Chapter 5. 

The term ’complex network’ refers in the context of one HC set to the complexity of the 

HCs and assigned dependencies, i. e. the number of nodes and edges in the network 

derived. In graph theory, the term ‘complexity’ generally describes various, often more 

sophisticated aspects of network topologies as discussed e. g. in /KIM 08/ that are be-

yond the scope of this work. The approach of representing HCs as network graphs pri-

marily aims to investigate the hazard specific, mutual dependencies between identified 

compartments through visualisation and statistical analysis in order to unravel charac-

teristic patterns of the hazard impact. Hence, the approach yields an exploratory data 

analysis method to describe the structural properties of the network. From another per-

spective a constructed network representation can be used to model the dynamics be-

tween HCs as a physical process to specify the mutual hazard impact dependencies 

between compartments, e. g. to estimate transition probabilities. All these aspects cor-

roborate the universal relevance of network-based approaches. 

 

Fig. 4.2 Graphical representation of a directed, weighted network with nodes (A-F) 

coloured according to the respective total node degree and edges labelled 

with the assigned weights shifted towards the according direction 
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The basic definition of a network in terms of a graph 𝐺𝐺 is given by the following formula: 

𝐺𝐺 ≔ 𝐺𝐺(𝑉𝑉,𝐸𝐸,𝑓𝑓) 
(4.1) 

with 𝑣𝑣 ∈ 𝑉𝑉 as the set of 𝑁𝑁 nodes (or vertices), 𝑒𝑒 ∈ 𝐸𝐸 as the set of links (or edges) and 

𝑓𝑓:𝐸𝐸 → 𝑉𝑉 as a function mapping each link to an unordered pair of nodes. For directed 

networks the edges are ordered pairs of nodes and for a weighted network each edge 

has an associated weight 𝑤𝑤:𝐸𝐸 →∈ ℝ mapping each edge to a real number. The artificial 

network graph presented in Fig. 4.2. is an example of a directed (indicated by arrows at 

the corresponding edge ends) and weighted (indicated by numerical values shifted to-

wards the according direction) network topology. The colour of the nodes indicates the 

total node degree as a local descriptive network measure defined in Eq. (4.4). 

The formulation of the network in Eq. (4.1) emphasises the fact that a network can be 

simply described as unordered or ordered sets of nodes, i. e. edges, potentially assigned 

with weights. It may as well be useful to provide further information for each node, e. g. 

technical or physical information that might be of interest for the consideration of another 

hazard or the combination of hazards. Thus, as a practical implementation strategy, all 

available information of a HC is assigned to the representing node through a set of de-

scriptive attributes. 

4.2.1 Network Visualisation 

The dependency patterns of HCs can be visualised either as a network topology (see 

Fig. 4.2), or as a heat map of the representation matrices, e. g. the adjacency matrix (see 

Fig. 4.3). 

The adjacency matrix of a network is defined by the connection status 𝑎𝑎𝑖𝑖𝑖𝑖 as 

𝑎𝑎𝑖𝑖𝑖𝑖 = � 1,  if 〈𝑣𝑣𝑖𝑖, 𝑣𝑣𝑖𝑖〉 exits
 0, otherwise

 
(4.2) 

whereas 〈𝑣𝑣𝑖𝑖 , 𝑣𝑣𝑖𝑖〉 refers to the edge between node 𝑣𝑣𝑖𝑖 and node 𝑣𝑣𝑖𝑖 . For weighted and 

directed networks each edge is assigned with a weight 𝑤𝑤𝑖𝑖𝑖𝑖 and represented by an or-

dered pair of nodes. Hence, the connection status is not indicated by 1, but by the ac-

cording weight 𝑤𝑤𝑖𝑖𝑖𝑖 and the adjacency matrix can be non-symmetric as illustrated in 

Fig. 4.3. 
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Fig. 4.3 Heat map of the adjacency matrix for the network shown in Fig. 4.2, with the 

colours indicating the weights of the edges between the nodes and the non-

symmetric entries indicating a directed, unbalanced network topology 

4.2.2 Network Analysis 

To describe and characterise complex networks commonly defined basic metrics and 

centrality, segregation and resilience measures can be computed /NEW 10/. Thereby, 

the overall aim is to derive statistical and objective quantities that allow to characterise 

individual elements of the network and to compare different networks independent of 

their network size N. One of the main objectives in network analysis approaches is the 

identification of important individual nodes and important node clusters within a network 

topology. In general, network properties can be described by global and local network 

measures, each indicating a certain topological aspect, such as individual importance, 

information flow or connectivity. Moreover, the distributional patterns of local measures 

are also used to investigate the network characteristics on a global scale. 
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Global Network Measures 

The most general characteristics of a network offers the network density and is given by 

the ratio of the actual existing edges to all possible edges of the network. In order to 

investigate structural patterns of the network the topological distance 𝑑𝑑𝑖𝑖𝑖𝑖 known as short-

est path length) between two nodes 𝑣𝑣𝑖𝑖 and 𝑣𝑣𝑖𝑖  are defined as 

𝑑𝑑𝑖𝑖𝑖𝑖 =  � 𝑎𝑎𝑢𝑢𝑢𝑢
𝑎𝑎𝑢𝑢𝑢𝑢𝜖𝜖𝑔𝑔𝑖𝑖↔𝑗𝑗

 
(4.3) 

with the connection status 𝑎𝑎𝑖𝑖𝑖𝑖 given in Eq. (4.2) and the shortest path 𝑔𝑔𝑖𝑖𝑗𝑗 between the 

node pair. The average topological distance can be used as a global characteristic of the 

network. Another global perspective on the network offers the distribution of topological 

distances. These measures will be explained in more detail in Chapter 4.3.1. 

Local Network Measures 

Local measures enable the characterisation of individual elements of a network, such as 

the importance of a node, through centrality measures. The most basic indicating meas-

ure for the centrality of a node depicts the degree 𝑘𝑘𝑖𝑖  of a node as the sum of all edges 

connected to the node 𝑣𝑣𝑖𝑖  and is defined as 

𝑘𝑘𝑖𝑖 =  �𝑎𝑎𝑖𝑖𝑖𝑖
𝑖𝑖𝜖𝜖𝑗𝑗

 
(4.4) 

via the connection status 𝑎𝑎𝑖𝑖𝑖𝑖  given in Eq. (4.2). 

The closeness 𝐶𝐶𝑖𝑖 serves as a more descriptive centrality measure and indicates the av-

erage topological distance or shortest path length to a node 𝑣𝑣𝑖𝑖. The closeness is defined 

as 

𝐶𝐶𝑖𝑖 =  
𝑁𝑁 − 1
∑ 𝑑𝑑𝑖𝑖𝑖𝑖𝑖𝑖∈𝑗𝑗

 , for 𝑖𝑖 ≠ 𝑗𝑗 
(4.5) 

via the topological distance 𝑑𝑑𝑖𝑖𝑖𝑖 and normalised with respect to the number of nodes N, 

respectively the size of the network. 

The betweenness 𝐵𝐵𝑖𝑖 serves as another centrality measure and indicates the sum of frac-

tions of all shortest paths that pass through the node 𝑣𝑣𝑖𝑖. The betweenness is defined as 
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𝐵𝐵𝑖𝑖 =  
1

(𝑁𝑁 − 1)(𝑁𝑁 − 2)
∙ �

𝑔𝑔𝑖𝑖𝑗𝑗|𝑖𝑖

𝑔𝑔𝑖𝑖𝑗𝑗𝑖𝑖,𝑗𝑗𝜖𝜖𝑗𝑗

 
(4.6) 

for 𝑖𝑖 ≠ 𝑗𝑗,  𝑖𝑖 ≠ 𝑘𝑘 and 𝑗𝑗 ≠ 𝑘𝑘, and with 𝑔𝑔𝑖𝑖𝑗𝑗 as the shortest paths between the nodes 𝑣𝑣𝑖𝑖 and 

𝑣𝑣𝑗𝑗, and 𝑔𝑔𝑖𝑖𝑗𝑗|𝑖𝑖 as the shortest paths between 𝑣𝑣𝑖𝑖  and 𝑣𝑣𝑗𝑗 including the node 𝑣𝑣𝑖𝑖. The meas-

ure is normalised via the number of node pairs excluding 𝑣𝑣𝑖𝑖. Note, the degree as well as 

the topological distance can be adapted to directed and weighted edges and thus can 

the centrality measures. 

4.3 Network Representation of Hazard Impacts on an Exemplary Nuclear 
Power Plant 

In order to discuss the defined network measures, a compilation comprising the depend-

ency patterns of an internal fire hazard are represented as HC dependency networks. 

The database contains information for each building of an exemplary NPP. Thus, for 

each plant building a network of fire compartments can be derived and investigated. The 

compilation of this data is an important task that need be achieved by a systems tech-

nology expert understanding the complex technical system of interest. The fire compart-

ment networks may provide valuable reference networks, whose topologies may be 

adapted to map the dependency patterns of another hazard to the plant system, e. g. a 

plant external hydrological hazard. Note that not only the topology of the dependency 

networks but also the compartment-component mapping may change with respect to 

another hazard.  
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4.3.1 Analysis of a Plant Internal Fire Hazard 

As a comprehensive overview of the hazard network analysis results of the main global 

characteristics for several buildings of an exemplary NPP are summarised in Tab. 4.1. 

Tab. 4.1 Characteristic quantities of the fire hazard network analysis for selected 

buildings of an exemplary NPP 

Quantity 
Building 

B01 B02 B03 B04 B05 
# nodes 342 176 99 18 35 

# edges 980 444 269 36 72 

density 0.008 0.014 0.028 0.118 0.061 

diameter 19 20 12 10 16 

〈𝑑𝑑𝑖𝑖𝑖𝑖〉 9.44 7.38 5.22 4.24 5.40 

〈𝑘𝑘𝑖𝑖in/out〉 2.87 2.52 2.72 2.00 2.06 

Without the use of interactive visualisation techniques, the presentation of large networks 

(i. e. N > 50) is not very useful. Therefore, we demonstrate the main objectives of the 

analysis strategy regarding hazard networks for the building B05. The network topology 

representing the dependency patterns between fire compartments is shown in Fig. 4.4 

Each node refers to a fire compartment and is coloured based on its unweighted total 

degree within the network. Each directed edge refers to possible fire propagation direc-

tions and is assigned with the fire propagation probability accordingly. 

Comparison of Dependency Networks 

As listed in Tab. 4.1, the number of nodes and edges per network graph can be put in 

relation to each other via the network density indicating how many of the possible edges 

exist within the topology. The diameter of a network is the shortest distance between the 

two most distant nodes in the network. The average shortest path length 〈𝑑𝑑𝑖𝑖𝑖𝑖〉 indicates 

the efficiency of information flow in a network. The distribution of topological distances 

as shown in Fig. 4.5 combines both aspects and serves as a statistical description of the 

basic characteristics of a network. 
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Fig. 4.4 HC dependency network for a plant internal fire in building B05 of the exem-

plary NPP with the node colour indicating the total degree of a fire compart-

ment and edge arrows indicating the possible direction of the fire propaga-

tion 

Identification of Important Compartments 

Besides the global comparison of complete network topologies, a major concern is the 

identification of the most important nodes, i. e. HCs, within the network. Since the inter-

pretation of importance within a network may change for each applicational context, a 

wide spectrum of centrality measures does exist trying to capture various aspects of 

importance. In Tab. 4.2, the commonly used measures are compared for the four highest 

rank nodes of the fire hazard network for building B05 of the exemplary NPP. The ranking 

is carried out with respect to the total degree. Note, the ranking based on other measures 

differs and is an indicator how differently these measures do interpret importance. 

The degree 𝑘𝑘𝑖𝑖 defined in Eq. (4.4) indicates how well a node is connected to all other 

nodes. The closeness 𝐶𝐶𝑖𝑖 defined in Eq. (4.5) may also be referred to as reciprocal far-

ness. The centrality pattern captured by this measure describes how well information 

flows from this node to all other nodes (aka information flow). The betweenness 𝐵𝐵𝑖𝑖 de-

fined in Eq. (4.6) indicates the relative number of times a node is present in the shortest 

paths between two other nodes. The measure indicates how well the information be-

tween two nodes flows through a specific node (known as communication flow). 
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Fig. 4.5 Topological distance distribution of the fire compartment network for building 

B05 of the exemplary NPP shown in Fig. 4.4 

Based on these differences, it can be explained that the ranking of the network nodes 

may vary, but it also substantiates that the spectrum of centrality measures provides a 

rich descriptive framework to investigate networks and compare their properties for dif-

ferent hazard patterns. 

Tab. 4.2 Comparison of centrality measures for the HCs with the four highest degrees 

of the fire compartment network for building B05 of the exemplary NPP 

Node 𝒗𝒗𝒊𝒊 Centrality Measure 

Degree 𝒌𝒌𝒊𝒊 Closeness 𝑪𝑪𝒊𝒊 Betweenness 𝑩𝑩𝒊𝒊 
B05-04-02 16 0.241 0.531 

B05-03-01 10 0.281 0.617 

B05-02-01 8 0.279 0.592 

B05-02-04 6 0.252 0.294 

Reduction Based on Objective Properties 

Next to the importance of individual nodes, i. e. HCs, the investigation of edges, i. e. fire 

propagation paths, is of further interest. The network topology can be highlighted based 

on certain conditions, e. g., thresholds, formulated for the attributes assigned to the 

edges. As shown in Fig. 4.6, the edges of the hazard network can be coloured based on 

the weights, i. e. fire propagation probabilities, assigned to them. Thus, smaller sub-

structures within the network topology can be recognised, as marked by the red rectangle 

in Fig. 4.6. This sub-structure encloses a group of compartments that are connected by 
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edges of relatively high weights, i. e. the fire propagation probability. The identification of 

such sub-topologies may be useful for studying localised hazard domains within the 

global dependency patterns. Since only a relevant impact on the system may be ex-

pected above a specific hazard threshold, it can be as well of interest to reduce the 

network complexity of the considered HCs accordingly. 

 

Fig. 4.6 HC dependency network of a plant internal fire for building B03 of the exem-

plary NPP with edges coloured with respect to assigned weights, empha-

sizing a sub-topology (red) of relatively high fire propagation probabilities 

4.3.2 Extension to Plant External Hydrological Hazards 

Even though the detailed impact on technical components of the engineered system is 

highly dependent on the hazard considered in particular, the insights from the analysis 

of the fire hazard dependency networks can be used for enhancing and extending de-

pendency patterns for impacts by other hazards, such as an external flooding. The idea 

arose due to the fact that the networks capture the dependency patterns of hazard com-

partments, but not the direct system dependency patterns of technical system compo-

nents. In addition, each hazard compartment requires a hazard specific compartment-

component mapping, since different hazards affect different components in a different 

manner. Hence, the compilation of this information is of fundamental need to re-interpret 

a hazard dependency network and requires the knowledge and experience of an expert 

in systems technology. 
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However, hazard dependency networks developed for a complex technical system may 

serve as reference topologies guiding the partitioning of the system with respect to other 

hazards. The basic properties have to be identified, such as the height above ground of 

components important to safety in case of flooding. Therefore, the expert may decide to 

refine the distribution of components by further partitioning the dependency patterns into 

additional HCs. In consequence, the topology of the reference network may be extended 

or reduced as described in Chapter 5 for the transitions between the layers of a multidi-

mensional network. 

4.4 Summary and Discussion 

A network-based approach has been introduced to organise, visualise and analyse com-

plex dependency patterns of hazard impacts on complex technical systems such as 

NPPs. In this approach, the network is composed of HCs as nodes and of edges repre-

senting the mutual correlations of the HCs. A strategy has been proposed for reference 

networks allowing to represent the hazard networks from the perspective of different 

types of internal as well as external hazards, individual as well as combined ones, for a 

complex plant system. By demonstrating the network analysis applying the data compi-

lation for a plant internal fire hazard in an exemplary NPP, the spectrum of measures 

allowing to investigate the network and to compare different network topologies is char-

acterised. The network derived can serve as a reference network topology for elaborating 

other partitioning schemes reflecting the impact of other hazards on the same complex 

technical system, such as an external flooding. 

The framework of networks potentially provides the flexibility to consider, compare and 

combine hazard dependency patterns prior to their integration in the actual PSA plant 

model. Moreover, the approach can be easily adapted to any changes in the complex 

technical system, as expected e. g. for the decommissioning phase of a NPP. Thus, the 

approach offers an intuitive way for mapping continuous system changes to the hazard 

dependency patterns and to study the effect of modifications on the overall hazard de-

pendency patterns. 
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5 Multidimensional Network Approach for Multiple Hazards 

Extending and enhancing Level 1 PSA plant models towards HPSA models can be effi-

ciently accomplished based on the automated execution of topological operations by the 

agent-based software pyRiskRobot (cf. Chapter 3). The network-based analysis of HC 

dependency patterns allows to consider and compare individual independent hazard im-

pacts prior to the integration in the actual PSA model (cf. Chapter 4). Based on these 

approaches, combinations of independent hazard impacts can in principle be accom-

plished by the rigorous automated integration of all hazard impacts relevant to a given 

plant system. However, the modelling complexity of the PSA plant model is challenged 

by the vast amount of FT modifications required. To attenuate the resulting increase in 

modelling complexity, the IAEA has developed the fault sequence analysis (FSA) method 

as a systematic approach to investigate the impact of extreme events for a wide range 

and credible combinations of independent hazards /KUZ 11/. The approach has been 

extended to the Extreme Event Analyzer (EEA) based on the PSA Software RiskSpec-

trum® /KUM 16/. However, the underlying FSA approach relies on a partly adapted HPSA 

model and captures only combinations of unrelated events occurring by chance inde-

pendently of each other simultaneously jointly impacting the plant system. 

In the context of previous PSA-based approaches the question arose if it is possible to 

analyse hazard impact patterns in detail and prior to their integration in the PSA plant 

model. The representation of HC dependency patterns through network graphs as dis-

cussed in /BER 19/ offers a promising methodological framework. The network-based 

analysis allows the individual investigation and mutual comparison of HC dependency 

patterns of multiple hazards based on statistical network measures. The identification of 

conjoint important network elements aims to foster the understanding about critical haz-

ard impact contributors irrespective of the investigated system state or event sequence 

assumed within a given PSA. 

The investigation of multiple hazard impacts still needs to be addressed, particularly with 

respect to credible combinations of related as well as independent hazards. In the fol-

lowing, a generic network-based approach is proposed that aims to reformulate multiple 

hazard impact dependencies as layers of a multidimensional network as introduced in 

/BER 20/. Each layer of the discussed multi-layer network characterises an individual 

hazard impacting the plant system described as a HC set. The hierarchical organisation 

of the hazard information facilitates the visual comparison of the dependency patterns 

through network graphs as well as the numerical comparison of local and global network 
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measures. The explicit formulation of HC dependency patterns as multiplex networks 

provides the basis for considering the complete spectrum of hazard impact patterns, in 

particular correlations between different hazard impact patterns in terms of intra-layer 

dependencies. 

5.1 Interpreting Multiple Hazards as Aspects of a Conjoint Network 

For taking into account impacts from multiple hazards including hazard combinations to 

a complex technical system, the HC network introduced in Chapter 4 can be considered 

for different aspects, respectively different representations of the network. In principle, it 

can be reasonable that the modifications of one hazard impact network required to ad-

equately describe the dependency patterns of another hazard impact are only minor 

ones. For instance, it can be reasonable to consider the same HCs for different hazard 

impacts while only the dependency patterns, i. e. the set of edges and their properties, 

will change for different hazards as depicted in Fig. 5.1 (hazard 2 versus hazard 1). It 

can be also reasonable that a set of HCs, i. e. set of nodes are grouped together, or one 

HC is further partitioned to capture the dependency patterns of another hazard as illus-

trated in Fig. 5.1 (hazard 2 versus hazard 3). 

 

Fig. 5.1 Aspects of multidimensional network representation interpreted for different 

hazards (1-3) impacting a given technical system 

Based on this perspective also discussed in /BER 19/, the networks representing differ-

ent hazards impacting a complex technical system can be regarded as a multidimen-

sional representation of a conjoint network graph. Hence, the multidimensional network 

characterises the HC dependency patterns of a system for a set of hazards and/or haz-
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ard combinations. Each dimension (or layer) of the multidimensional network describes 

the dependency patterns of a specific hazard by a specific HC network topology. The 

concepts and applications of multidimensional (or multilayer) networks across disciplines 

are described in more detail in e. g. /BEL 11/ and /BIN 18/. 

The multidimensional network representation approach discussed in the following has 

been implemented as an additional analysis module in the pyRiskRobot software. The 

implementation is based on the Python package NetworkX /HAG 08/ for complex net-

work analysis in general and on the Python package Pymnet /KIV 14/ providing specific 

methods for the generation, analysis and visualisation of multidimensional networks. 

5.2 Multidimensional Network Graphs 

As a generalisation of a one-dimensional network a multidimensional network can be 

defined in terms of a graph 𝐺𝐺 as 

𝐺𝐺 ≔ 𝐺𝐺(𝑉𝑉,𝐸𝐸,𝐷𝐷,𝑓𝑓) (5.1) 

with 𝑣𝑣 ∈ 𝑉𝑉 as the set of 𝑁𝑁 nodes (or vertices), 𝑒𝑒 ∈ 𝐸𝐸 as the set of links (or edges), 𝑑𝑑 ∈

𝐷𝐷 as a set of dimension (or layers) and 𝑓𝑓:𝐸𝐸 → 𝑉𝑉 as a function mapping each link to an 

unordered pair of nodes (𝑢𝑢, 𝑣𝑣,𝑑𝑑). Different to simple networks, the edges are defined as 

triples(𝑢𝑢, 𝑣𝑣, 𝑑𝑑) of two connected nodes plus the indicator of the dimensions in which the 

edge exists. Thus, a node belongs to or appears in a given dimension 𝑑𝑑 if there is at 

least one edge labelled with 𝑑𝑑 adjacent to it. As for one-dimensional networks, directed 

networks can be introduced by defining the edges as ordered pairs of nodes (and dimen-

sion label). In case of a weighted network each edge has an associated weight 𝑤𝑤:𝐸𝐸 →

∈ ℝ mapping each edge to a real number. A detailed and self-contained introduction to 

the mathematical formulation of multidimensional (or multilayer) networks can be found 

e. g. in /DED 13/. 

5.2.1 Types of Multidimensional Networks 

Depending on the context and purpose of the analysis, different multidimensional net-

work models exist as discussed in /MAG 13/. A multi-type network refers to a network, 

where nodes can be associated to multiple node types, a multi-relationship network, 
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where multiple labelled links may exist between nodes, and multi-layer networks, where 

multiple, co-existing networks are combined to a joint multidimensional network with par-

ticular mappings between the different layers. An intuitive approach of interpreting mul-

tiple hazard as aspects of a conjoint network depicts the reformulation as layers of a 

multidimensional network. Hence, in a multi-layer network graph, each layer of the net-

work characterises an individual hazard impacting the complex technical system. The 

hierarchical organisation of the hazard information facilitates the visual comparison of 

the dependency patterns as network topologies as well as the numerical comparison of 

local network measures. For combining the impact of independently, but simultaneously 

occurring hazard impacts on a plant system, the expressiveness and hierarchy of a multi-

layer network graph suitably represents information of multiple HC sets. 

For clarification, in general complex networks are used to model interactions in real-world 

phenomena and engineered systems as heterogenous networks with different types of 

nodes and edges. For instance, the representation of Level 1 PSA plant models as com-

plex dynamic networks has already been discussed in /HIB 16/ and /RIF 18/ by associ-

ating centrality measures of complex networks to the risk increase factor calculated by 

PSA plant models. Focusing on a single type of nodes, a complex network would be 

better characterised by a multi-layer, that is a set of nodes related to each other with 

different types of inter- and intra-layer relations. Thus, the multi-layer representation is 

much richer than common complex networks. 

Note that the focus of this work is on the analysis of available complex hazard impact 

data but not on inferring on the hazard impact dynamic affecting the complex plant sys-

tem. All assumptions are based on the fact that it is intended to use networks to intuitively 

visualise, analyse, describe and compare HC dependency patterns impacting a complex 

plant system, but not to dynamically simulate specific complex hazard impacts, i. e. con-

sider time-dependent network models. Nevertheless, an elaborated HC network can be 

a reasonable reference graph for modelling the dynamic of a complex hazard impact on 

a complex plant system, particularly with respect to the hazard propagation behaviour 

between HCs. 

5.2.2 Multiplex Network Representation of Multiple Hazards 

Based on a HC dependency network for a specific hazard, it can be reasonable to build 

upon the applied partitioning of other considered hazard impacts. The partitioning can 

be different for different hazard types, but they can as well be considered as a generic 
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database for elaborating the dependency patterns. By using different representation 

schemes in terms of multi-layer networks – such that different dimensions reflect different 

relationships various hazards can be studied applying network analysis. For some haz-

ards it can be reasonable to assume a similar set of nodes, i. e. HCs, such that the 

elements of an existing HC network may serve as a generic common network suitable 

to represent the impact of multiple hazards aimed to be considered in a PSA plant model. 

The potentially altered SSC-compartment mapping does not impact the network graph, 

given that the set of nodes, i. e. HCs, remains unchanged. However, the dependency 

patterns, i. e. links between the HCs, most likely vary with respect to the hazard impact 

considered in a characteristic manner. In the terminology of network graphs, the inter-

pretation of a set of nodes for different types of mutual dependencies is also referred to 

as different aspects of a network graph. In principle, multiple hazard impacts on a com-

plex plant system can be intuitively represented as different aspects of a network, mod-

elled as a multi-layer network graph of the type illustrated in Fig. 5.2. 

 

Fig. 5.2 Representation of HC dependencies for multiple hazard impacts (1-3) af-

fecting a complex plant system as different aspects or layers of a multidi-

mensional network graph 

A special type of a multi-layer network depicts a multiplex network with the same set of 

nodes in each dimension, with potential inter-layer relations only between the same 

nodes, and specific dependency patterns in each layer in terms of intra-layer relations 

as indicated in Fig. 5.2. Given the discussion that a HC network can be a suitable repre-

sentation for the impact dependencies of multiple hazards, a multiplex network provides 

an intuitive and expressive graph representation for this purpose. In particular, the intra-
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layer links between HCs given a specific hazard (solid lines in Fig. 5.2) and inter-layer 

links between different hazards given an individual HC (dotted lines in Fig. 5.2) allow to 

describe the impact dependency patterns of a plant system for a set of hazards and/or 

potential hazard combinations. The concept of intra-layer relations makes multiplex net-

works a promising methodological concept to analyse hazard combinations beyond the 

assumption of independence. In principle, based on multiplex networks not only single 

induced hazards and credible combinations of independent hazards can be considered, 

but also the detailed correlation of multiple related hazards can be analysed prior to their 

integration in the Level 1 PSA plant model. 

5.2.3 Benefits for Enhancing Hazards PSA 

I should be noted that the above assumption of a constant set of nodes, i. e. HCs, may 

not be sufficient for the complete spectrum of considered hazards. For instance, it can 

be necessary that a set of compartments has to be merged into a joint HC, or one com-

partment has to be further partitioned to ensure that all SSCs assigned to it are jointly 

and equally affected by a specific hazard. Even though not discussed further in this con-

text, the framework of complex network graphs also provides suitable multidimensional 

network models for a varying set of nodes across network layers. 

Visualisation of Multiple Hazard Impact Patterns 

Due to the complexity of the hazard specific information an advantageous representation 

of the corresponding dependency patterns as a multiplex network topology allows to gain 

insights into the characteristic properties of multiple hazard impact patterns on the com-

plex technical system. In the frame of network-based analysis the dependency patterns 

of multiple hazards can be independently investigated via intra-hazard edges or jointly 

investigated via inter-hazard edges. 

As in the one-dimensional network-based approach, the representation as a multiplex 

network aims to mutually support the analysis progress and information acquirement 

process about multiple hazard impacts on a complex system by indicating each infor-

mation update as graphical change in the network topology or numerical change in rele-

vant network measures. 
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Analysis of Multiple Hazard Impact Patterns 

The multiplex network-based analysis of multiple HC dependency patterns – each asso-

ciated to another hazard – can provide valuable insights about the importance of individ-

ual HCs given one or multiple hazards, and of clusters of HCs given one or multiple 

hazards. The local and global multiplex network measures allow to analyse and compare 

the HCs within and across the different hazard layers. Thus, the identification of conjoint 

important network elements aims to enhance the understanding of critical hazard impact 

contributors irrespective of the actual considered system state or event sequence as-

sumed in the PSA.  

Hence, transparent strategies can be developed to reduce the hazard impact mapping 

to the main nodes or clusters of highest importance relevant to the hazard impact com-

binations considered. The approach serves as an auxiliary, complementary pre-pro-

cessing analysis step of HC patterns prior to their automated integration in a PSA plant 

model. Moreover, the network topologies derived can provide the base for further mod-

elling hazard impact dependencies by means of complex dynamic networks. 

5.3 Summary and Discussion 

A generic network approach has been proposed that allows to formulate multiple hazard 

impact dependencies as layers of a multidimensional HC network. Each layer of the 

multi-layer network characterises an individual hazard impacting the complex engi-

neered system. The hierarchical organisation of the hazard information facilitates the 

visual comparison of the HC dependency patterns as network topologies as well as the 

numerical comparison of local and global network measures. Thus, the network-based 

approach aims to mutually support the analysis progress and information acquirement 

process about multiple hazard impacts on a complex system by indicating each infor-

mation update as graphical change in the network topology or numerical change in rele-

vant network measures.  

The complex network-based analysis concept has been extended by increasing the HC 

dependency network for a specific hazard to a multi-dimensional network-based concept 

for multiple hazards. For clarity, the concept is so far reduced to multiplex networks, 

based on the assumptions that all HCs are identical across layers, mutually connected 

by inter-layer edges, and that an individual HC is connected by intra-layer edges differ-
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ently to the remaining HCs within each layer. Besides considering independent single or 

multiple hazard impacts, the multiplex network-based approach also provides a method-

ological framework capable of investigating combinations of subsequent or correlated 

(by a common initiator) hazard impacts. The multiplex network representation can pro-

vide valuable insights useful for identifying important HCs, analysing individual hazard 

impacts by intra-hazard dependencies and combining multiple hazard impacts by speci-

fying inter-hazard dependencies of HCs. 

It is foreseen to study the local and global network measures defined for multiplex net-

works with respect to their capability to indicate important elements of the HC network. 

Moreover, a transparent strategy needs to be developed in order to deploy these analysis 

results as an auxiliary analysis step prior to the explicit integration of potentially combined 

hazard impacts by the automated modification of the PSA plant model topology.
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6 Conclusions and Outlook 

This work introduced and discussed approaches to efficiently integrate hazard impacts 

in probabilistic safety analyses (PSA) of complex technical systems, such as nuclear 

power plants (NPP). The major goal is to enhance existing PSA plant models towards 

hazards PSA (HPSA) models by systematically considering multiple hazards in terms of 

induced hazards and credible combinations of related as well as independent hazards. 

The hazard impact can be mapped to the plant system by assigning jointly affected sys-

tems, structures and components (SSCs) important to safety to specific hazard compart-

ments (HCs). By extending the corresponding fault trees (FTs) of SSCs for the additional 

hazard related failure causes, the hazard impact patterns are integrated in a given PSA 

plant model. 

In order to efficiently and systematically integrate a particular hazard impact in an existing 

PSA plant model, GRS has developed the software tool pyRiskRobot as an approach to 

modify complex FT topologies in an automated and traceable manner directly within the 

database of the PSA software applied. The agent-based concept of pyRiskRobot pro-

vides a set of topological operations that can be combined to perform advanced model-

ling tasks, such as the automated duplication of conjoint FT topologies using an interac-

tively elaborated relabelling scheme of the cloned FT elements. The topological 

operations fostered by pyRiskRobot are capable to extend existing Level 1 PSA plant 

models to appropriately assess the robustness of complex plant behaviour under hazard 

impacts. Thus, existing PSA plant models can be enhanced towards HPSA models by 

integrating the hazard impact as well as towards site-level PSA models by duplicating 

redundant trains to consider the risk aggregation on the plant site. 

The consideration of hazard impacts is a challenging task due to the complexity of the 

given plant system as well as of the hazard specific impact patterns, i. e. the HC de-

pendency patterns. Network graphs offer an intuitive approach to organise, visualise and 

analyse manifold relations between multiple objects. By representing HCs and their mu-

tual directional dependencies as complex networks, the encoded hazard specific impact 

patterns can be analysed for statistical global and local network properties. The descrip-

tive network measures can be used to objectively compare and potentially reduce net-

works as an analytical step prior to the hazard integration in the PSA plant model.  

The partitioning of the plant system into HCs may vary for different hazards and cannot 

be applied to the entire spectrum of individual and combined hazards. However, for some 
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hazard impacts it can be reasonable to assume the same set of HCs. The complex net-

works of different hazards impacting the given plant system can be regarded as a multi-

dimensional representation of a reference network topology, such that each layer of the 

network represents a HC set indicating the intra-hazard dependencies of an individual 

hazard impact. By representing multiple sets of HCs as a multidimensional network, the 

inter-hazard dependencies for an individual HC can be considered. The proposed net-

work-based analysis approach is capable to investigate combinations of subsequent or 

correlated hazard impacts as mapped to a plant system as an analytical step prior to the 

hazard integration in the PSA plant model. 

Based on the methodological framework of complex multidimensional networks, the in-

troduced analysis concept is planned to be applied to a comprehensive hazard database 

describing the impact of multiple hazards on a given plant system. On the one hand, it is 

important to investigate the performance of the simple network analysis of HC depend-

ency patterns of individual hazards and to identify network measures most suitable to 

indicate important network elements. On the other hand, a concept to appropriately as-

semble multiple HC networks as layers of a multidimensional network needs to be de-

veloped including potential inter-hazard dependencies. Given the derived network topol-

ogy, suitability and efficiency of multiplex network measures need to be investigated. 

Moreover, a transparent strategy needs to be developed in order to deploy the network-

based analysis results as an auxiliary step prior to the explicit integration of potentially 

combined hazard impacts through modification of the PSA plant model topology. In com-

bination with the automated topological operations provided by pyRiskRobot, the net-

work-based analysis approach aims to intuitively, efficiently and reliably support the ex-

tension and enhancement of Level 1 PSA plant models towards HPSA models in order 

to assess the robustness of complex plant behaviour under various hazard impacts and 

hazard impact combinations.  
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